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	NUMBER: 04-029
	SUBJECT:     ID BADGE AND ACCESS REQUIREMENTS
	DATE:  08/22/04


TO:

All Mission Employees

FROM:
RSO – Bill Miller



With the establishment of the US Embassy Baghdad and subsequent transfer of authority for designated facilities to the Chief of Mission (COM), compound access controls at these facilities are being implemented as required by 12 FAM.

As of August 15, 2004, all employees, military personnel, contractors, and visitors requiring access to any facility that falls under COM control (primarily the Chancery and the Embassy Annex) will adhere to the following identification and access/entry requirements.

Displaying of Embassy Badge:

All badges will be displayed with the picture-side of the I.D. facing outward worn between the waist and neck via a badge holder, clip, lanyard or chain. 

Embassy Employees:

Permanent party and long term TDY personnel (TDY for more than 14 days), including military personnel, contractors, and Locally Employed Staff (LES) who require access to the embassy for a duration of 14 days or longer, will be issued, and be required to visibly display at all times, a color-coded Embassy photo ID badge.  The color of one’s badge will be determined by clearance level, duties and responsibilities of the individual.




In addition to a photograph, the badge will identify the bearer’s clearance and access levels, along with weapons carrying and escort authority (if granted).  Lost or stolen ID badges must be reported immediately to the RSO TOC (Embassy Annex, room N-100-E) or by dialing DSN (318) 239-8195 or MCI (914) 360-5828.

Embassy Visitor Requirements:

Prior to a visitor’s badge being issued, an Access Request Form (see enclosed) must be submitted to the RSO TOC and approved by the RSO or TOC Watch Officer, at least 24 hours in advance of the scheduled visit.  Access requests that are submitted with less than 24 hours advance notice may result in your visitor(s) being delayed or denied access.  A list of authorized visitors will be maintained by the RSO TOC and will be used to facilitate visitor access. 

If a visitor appears unannounced, and is not on the visitor list, the visitor should call their escort who will call the RSO TOC. The TOC will make the determination of access and type of badge.

Visitor Badges:

All personnel requiring only short term or limited access to embassy facilities (i.e., visitors, day laborers, sales/repair personnel, outside press, etc.) will be issued, and required to visibly display at all times, a color-coded visitor’s badge.  An official photo ID (passport, US Government ID, military ID, host nation ID card, etc.) will be exchanged at the visitor’s entrance, and retrieved when the badge is returned at the end of the visit.

 Personnel in possession of a BLUE BADGE:

· Unescorted access to all Embassy facilities

· May Enter through any CAC

· All personnel are subject to inspection when entering or departing U.S. Embassy property

· Allowed unescorted 24-hour access into the Controlled Access Area (CAA-the North Wing)

· To access the CAA visitors must first be placed on the visitor list via the RSO TOC. Upon entering the TOC the visitor will exchange a photo I.D. for a yellow visitors badge. Person will then walk to Post One in the Embassy Annex (North Wing) and must be on the visitors list. This is coordinated through the RSO TOC also. Visitor if on the list will exchange yellow visitors badge for a blue CAA badge at Post one. Upon departure from the CAA, Blue badge will be exchanged for yellow badge.

Personnel in possession of a YELLOW BADGE:

· Do not require an escort outside of the CAA (must be escorted by a blue badge holder if inside the CAA)

· May enter through any CAC

· All personnel are subject to inspection when entering or departing U.S. Embassy property

· Yellow visitor badges will be processed through the main CAC only

· No escort authority for yellow visitor badges

Personnel in possession of a RED BADGE:

· Do not require an escort outside of the CAA (must be escorted by a blue badge holder if inside the CAA)

· May enter through the Main, South or Service CAC

· Will be screened; and searched if employee sets off metal detector or inspector warrants a search

· Has Embassy and Embassy Annex access only during business hours (Sunday thru Thursday 0600-2000 hours) Those requiring earlier or later access must seek concurrence via a memo submitted to the RSO TOC.

· Red visitor badges will be processed through the main CAC only

· No escort authority for red visitor badges

Personnel in possession of a WHITE VISITOR BADGE:

· Are allowed unescorted assess to the common grounds outside of the Embassy or Embassy Annex only

· Will be screened and searched

· May enter through the Main CAC

Personnel in possession of a ONE-DAY VISITOR BADGE:

· Will be screened and searched

· Must be escorted at all times and escort must meet and escort person at CAC

· Escort must assist with the in and out processing of visitors at the CAC during the visitors arrival and departure

· Must enter through the Main CAC only

Personnel in possession of a DAILY LABORER BADGE:

· Will be screened and searched

· Must be escorted at all times

· Must enter through the North CAC or Service CAC

· A labor supervisor must be present to show a list of laborers

· Laborers will be searched by the Marines upon their departure through the CAC

· Embassy will recognize KBR day laborer badge if with a supervisor and on the KBR access list after being screened via the service CAC or North CAC

Personnel in possession of a DOD CAC CARD:

· CAC card must read Federal Civilian or Active Duty (all other categories will be swapped for a yellow visitor’s badge)

· May enter through North and Main CAC only

· All personnel are subject to inspection when entering or departing U.S. Embassy property

· No escort required

VIP Visitors:

VIP visit requests must be coordinated through the Executive and/or Protocol Office and must be approved at least 24-hours in advance by the RSO TOC.  VIP visitor badges may be picked up in advance by a designated escort, and returned at the end of the visit via the RSO TOC. The staff member escorting the VIP shall deliver to the VIP and the VIP’s AIC upon arrival to the embassy where the VIP/AIC will display while in the embassy and embassy annex.


· Personnel in possession of a VIP visitor’s badge must be escorted at all times by someone who possesses escort authority.  

KBR U.S. Mission Iraq (USMI) Badges:

KBR staff that possesses the KBR contractor badge when used in conjunction with a DOD CAC card will be allowed access to KBR, MWR, and DFAC facilities. This badge identifies KBR contractors who work on the U.S. Mission Iraq contract. 
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KBR Subcontractor Badges

Due to the large number of KBR subcontractors, embassy will recognize KBR Red and Green (as is current practice) sub-contractor badges. Both will be screened and searched prior to entering the CAC’s. Green subcontractors are allowed Embassy and Embassy Annex access and red are not. 

Protective Security Details:

All VIP’s or other visitors who are authorized a Protective Security Detail (PSD) must coordinate with the RSO TOC prior to their visit.  Specific information regarding the number of protection members, weapons carried, and vehicles used will be required prior to approval being granted.  Information will then be provided by the RSO TOC to the PSD regarding personnel and vehicle access procedures. 

Only the VIP’s main vehicle will be allowed access to Embassy compounds.  All other PSD vehicles will “peel off” from the motorcade prior to entrance to the compound and park in a pre-designated parking area(s). Once the main vehicle has dropped off the VIP, it will depart the compound and park in a pre-designated parking area, to await the departure of the VIP unless other arrangements have been previously coordinated.

Only one (1) security member, usually the Agent In Charge (AIC), will be allowed to accompany the VIP into the Embassy or Embassy Annex.  This member, at RSO’s discretion, may be armed, and will be issued an AIC VIP visitor’s badge (see above).  If the VIP needs to be escorted into the CAA, the AIC will remain outside the CAA (at Post One) until the VIP departs.

CAA Access:

To gain access to the Embassy Annex’s CAA (Controlled Access Area) the following is required:

1) A blue State Department issued badge with a number designation of 2, 3 or 5; or
2) A blue visitors badge that has been issued by Marine Security Guard Post One; or 

3) Being escorted by someone who has one of the above referenced blue badges after being processed in as a visitor via Marine Security Guard Post One

4) An MNFI badge (attachment 1) with a 2,3,4, 5 or 6 will be recognized (reciprocity) at Post one and can be exchanged for a Blue embassy visitor’s badge.

Weapons:

Only those badges that have a red highlighted “W” (see above) may carry loaded weapons in the embassy and embassy annex. Those badges with a non-red “W” may carry unloaded weapons in the embassy or embassy annex. U.S. military or coalition forces in uniform may carry unloaded weapons in the embassy or embassy annex regardless of whether or not a “W” is on the badge.

	American Embassy Baghdad

Access Request Form (12 FAM 371.5)

	· If necessary, use multiple forms or attach a list to the information below.

· Only those identified with escort authority identified by an E” on their badge, are authorized to escort visitors in the Embassy and Embassy Annex after the visitors have been processed and screened accordingly.

· All VIP visitor requests must be submitted via the section head (i.e. Minister Counselor for economic or political affairs) and must be approved by the RSO in advance. 

· VIP status will be accorded rarely and is normally reserved for ministerial level visitors.


	Date of Request :

	Name of Requestor:
	
	Agency/Section:
	

	American Supervisor’s Name:
	
	Phone Number:
	

	This request applies as follows:

	Dates(s):
	
	Time:
	

	Locations(s):
	

	Name of Escort:
	
	Phone Number:
	

	Reason / Type of work:
	

	Escort Required:
	None     Cleared American      Cleared LES    

	Personnel authorized access (If visitor is a VIP, please refer to the note above and indicate status below):

	
	Name of visitor:
	VIP
	Title / Rank
	Type of ID used by visitor:
	Visitor Badge Type:

(assigned by RSO)

	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	5
	
	
	
	
	

	6
	
	
	
	
	

	Vehicle(s) authorized access (please provide driver information above):

	
	Make
	Model
	Color
	Tag Number
	VIN #

	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	Electronic media (photographic, recording, computer, etc) to enter:  Yes    No

	Notes (Please use multiple forms if necessary):

	RSO Use Only: 
	Approved      Denied
	Signature:
	

	Comments:
	


U.S. Mission Iraq
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